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1. Mirasys Reporting Grafana
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1.1. Introduction

Grafana reporting tool is used as a user interface to create reports from Mirasys
VMS database.

Basic reports are created from the Audit Trail database and VMS Alarms
database.

Grafana user interface is browser-based, so it can be run in any modern browser
(like Chrome, Edge, Firefox) and also inside Mirasys Spotter using the Spotter Web

browser plugin

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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1.2. Requirements

Mirasys VMS V7.6.1 or newer

Microsoft SQL Express 2014 or newer

Grafana 6.4.4 or newer

Grafana plugins; Multistat and Grafana Image Renderer

https://grafana.com/grafana/plugins/michaeldmoore-multistat-panel

https://grafana.com/grafana/plugins/grafana-image-renderer

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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1.3. MICROSOFT SQL Configuration Manager

You can check this opening SQL Server Configuration Manager; this program can be
found in Start-menu.

1. Start Microsoft SQL Server Configuration Manager
2. Select Protocols for SQLEXPRESS
3. Double-click top of the TCP/IP
4. Check that TCP/IP is enabled
5. Click OK
. Protocol Mame Status TCP/IP Properties ? w
T Shared Memary Enabled
%~ MNamed Pipes Disabled Protocol | [P Addresses
¥ETCR/P Enabled [=]
Keep Alive 30000
Listen All Yes
Enabled
Enable or disable TCF/P protocol for this server instance
o ]| cance Apply Help
6. Open IP addresses tab
7. Find IPALL
8. Remove all numbers TCP Dynamic Ports field
9. When this is done, press OK

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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TCR/IP Properties 7 *

ronef P
TCP Dynamic Poris 0 A
TCP Port

E ips
Active Yes
Enabled Na
IP Address |
TCP Dynamic Poris 0
TCP Port

El s
Active Yes
Enabled Na
IP Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port
TCP Dynamic Ports
TCP Port

TCP Dynamic Ports

Blank, if dynamic ports are not enabled. To wse dynamic ports, set to 0.

II oK | | Cancel | Apply | Help

and you should see the Warning message what is saying that you need to restart
the SQL service.

Warning *

- Any changes made will be saved; however, they will not take
effect until the service is stopped and restarted.

OK

1. Select SQL Server Services
2. Right mouse click and select Restart

File Action View Help

Ll AL RENEYN 7 T ECROXOXC

SOL Server Configuration Manager (Local) || pName State Start Mode Log On As Process ID Senvice Type
) WL 500 Server (Suiiansa Running Automatic LocalSystem 4448
5 gi’t‘_’e’ "éf_‘;"’:’;co"gﬁi?‘“':'? ‘32(:; HosaL Serverag oo Stopped Other (Boot, Syste..  NTAUTHORITANE.. 0 SQL Agent
» e Cl 0 Configuration ] Stop
. _E_ SQL Server Network Configuration ﬂSQI. Server Bn b Stopped Other (Boot, Syste..  NTAUTHORITY\LO.. 0
& Protocols for SQLEXPRESS
> B SQL Mative Client 11.0 Configuration Resume
Restart
Properties
Help

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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1.4. MICROSOFT SQL Server Management Studio

There is also an option that you want to create your own user account in Microsoft
SQL which is used for reading database information.

You may need your own account if you want to example make the connection more
secure.

When you have installed VMS using the Full Installer package this normally use only
Windows Authentication.

This means that you need to enable Mixed Mode in Microsoft SQL which allow
using your own account for database login.

All needed changes and configuration for own user account can be done in
Microsoft SQL Server Management Studio.

This program can be found in Start Menu.

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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1.4.1. MICROSOFT SQL account for the GRAFANA

Server Authentication

1. Start Microsoft SQL Server Management Studio
2. Click Connect

@ Connect to Server X
Microsoft SQL Server 2014
Server type: Database Engne o

Server name: i'IIRHS"I"S-"JI"-ﬂS-E"mSGLE’F.F RESS

Authentication: Windows Authentication w
MIBASYS-VMS-2dvr

Cancel || Heb Options =>

3. Select SQL Server and right-click
4. Select Properties

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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Object Explorer

Connect= Y ) m T 7] .5

= LB MIRASYS-VIMS-2\SOLEXPRESS (SO Segee

[+ | Databases

@ [ Security

@ 3 Server Objects
@ 3 Replication
@ 1 Management

5. Select SQL Server and Windows Authentication mode
6. Click OK

Disconnect

Register...

'vfllx

Mew Cuery

Activity Moniter
Start

Step

Pause

Resume
Festart

Policies

Facets

Start PowerShell

Reports

Refresh
Properties
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g Login - New £ O W
Select a page )
i; SCHFt = n H
122 General = L5 Hebp
5 Server Roles
128 User Mapping Login name: |Gr.!’anaUser | Search._
[ Securables
# Status () Windows authentication
(®) S0L Server authertication
Password: |‘ililiilil‘ |
Confirm password: |1||-rur|mu |

Com i

[[] Enforce passwaord policy
User must change pazsword at next log
() Mapped to cedfficate

() Mapped to asymmetric key

c ; (] Map to Credential ; Add
Server: Mapped Credentials Credential Provider
MIRASYS-VMS-2\SQLEXPRESS
Connection:

MIRASYS-VMS-2dvr
37 View connection properties
Ready Defauk database: master e |
Defauk language: <defaut> bt |

Adding new user

1. Select SecurityLogins
2. Right-click top of the Logins
3. Select New Login

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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Object Explorer R
Connect* %Y ) m T 7] .5

= L.ﬂ MIRASYS-VIMS-2\SOLEXPRESS (SOL Server 14.0.1000 - MIRASYS-VMS-2ydvr)
[+ | Databases

B [ Security
= (o[RS

& New Legin... gin&=s
& Filter y InEE
g Start Powershell
L
A Reports [
A
A Refresh 55

A NTSERVICE\SOLTELEMETRYSSOLEXPRESS
A NT SERVICENSOL Writer
& NT SERVICE\Winmgmt
=a
= [ Server Roles
[ [ Credentials
@ 3 Server Objects
@ [ Replication
@ [ Management

This will open a new window where you can fill in information for this new user.
Example

e Login name: GrafanaUser

e SQL Server authentication
Password: GrafanaUser

Default database: master

Enter Login name

Set SQL Server Authentication
Enter Password

Remove Enforce password policy
Click OK

© N L e

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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Select a page =P Saipt
| General ; Eh Hep
|2 Server Roles
7 User Mapping Login name: Grafanallser | Search...
1% Securables o
A Status (0 Windows authentication
(®) 50L Server authentication
Password: ERERRERREN |
Confirm password: SEERERERERS |
[J{Enforce password policy]
() Mapped to cerficate
(C) Mapped to asymmetric key
c 5 [] Map to Credential \dd
Server: Mapped Credentials Credential Provider
DESKTOP-11ADKGQH \SGLEXPRE
Connection:
DESKTOP-11ADKGQH dvr
!H! View connection properties
Progress Remove
Headr Defaukt database master hd
Default language: <default> ~
[ ok ] cancel

Giving access to the Mirasys VMS database

After this, you need to give rights for this user that they can access VMS databases.

1. Go to the User Mapping page

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland

Tel +358 (0)9 2533 3300 - info@mirasys.com
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Object Explorer > o x
Connect~ 3 W m T 2] .5
= |y MIRASYS-VMS-2\SOLEXPRESS (SOL Server 14.0.1000 - MIRASYS-VMS-Z\dvr)
# | Databases
= 3 Security
= 3 Logins
&, #BMS_PolicyEventProcessingLoginds
&, FEMS_PolicyTsqlExecutionloginss Select a page & ot v % Hel
5] BULTINAdministrators 2 General e - [ree
| BUILTINUsers == _
A DESKTOP-CROTPN1\dvr L= UssrMapping
A NTAUTHORITV\SYSTEM 7; Status
A NTSERVICE\MSSQLSSQLEXPRESS =
& NTSERVICE\SQLTELEMETRYSSOLEXPRESS
& NTSERVICE\SQLWriter
& NTSERVICE\Winmgmt Confim p : [ |
= [ Specify old password
.
@ [ Server Roles e
3 Credentials [ Enforce password policy
@ [ Server Objects Erforce password exoiratior
® [3 Replication
® [ Management

|j Login Properties - GrafanaUser = m} X

Login name: | Search..

Password: |l|oool|loolol.o |

o [] Map to Credential
Server: Mapped Credentials Credential Provider
MIRASYS-VMS-2\SQLEXPRESS

Connection:
MIRASYS-VMS-2\dvr

8] View connection properties

Progress |
Ready Default database: manter ot

Default language: L Engish =l

[ Concel |

2. Map

a. DvmsData

b. RecorderDB

c. WdContext
3. Give db_datareader role for each of these databases.
4. When you have done this you can click OK.

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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B Login Properties - Grafanallser
5"'; Gm::l"e 8 Script [} Help
44 Server Roles
&3 User Mapping Users mapped to this login:
&% Securables Map Database User Default Schema
22 Status Arpr
CorfigurationDatabase
DvmsData Grafanallser =]
Export
Incident Reporting
master
model
msdb
RecorderDB Grafanallser =]
Storage Locker
tempdh
T WedContext | Grafanalser |

FOO0ROOOoOooEOnO

Guest account enabled for: WdContext

Database mle membership for: WdContext

[] db_accessadmin

|| db_backupoperator
db_datareader

[ db_datawnter

] db_ddladmin

[ ] db_denydatareader

Comecton oo Enable,ds: datareader
. i T

Mwwsz\mmxpmss %:Eﬁ:wmahm and p4Ub| ic ‘tO .gaCh
Connection: - s’

MIRASYS-VMS-2dwr
8] View connection properties

Progress
Ready

0K Cancel

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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1.5. Mirasys Reporting Grafana

1. Download package from Mirasys Extranet. The current version is 1.0.3
2. Extract downloaded package
3. Browse to the Installation folder
4. Start the installation by clicking the installation package
f Marne - Date modified Type Size
| | DvmsData.yaml 12.11.2021 9.25 YAML File 1KB
IﬁE‘j! grafana-enterprise-2.1.2.windows-amdéd.msi |12.11.2321 9.25 Windows Installer ... 39193 KB
£ grafana-image-renderer-3.0.1.windows-amd64.zip 12.11.2021 9.25 Compressed (zipp... 209 KB
michaeldmoore-multistat-panel-1.7.2.zip 12.11.2021 9.25 Compressed (zipp... 140 KB
& SOLEXPRESS-openport.ps] 12.11.2021 9.25 Windows Power5... 1KB
5. Click Next
ﬁ Grafanabnterprise Setup — »
G’:g;ﬁﬂ Welcome to the GrafanaEnterprise Setup
Wizard

The Setup Wizard will install GrafanaEnterprise on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Back Mext Cancel

6. Accept the License Agreement and click Next
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% GrafanaEnterprise Setup — *
End-User License Agreement

Please read the following license agresment GrEﬁJIT@ G ra fa n a

GRAFANA LASS LICENSE AGREEMENT A

FLEASE READ CAREFULLY THIS GRAFAMA LABS LICENSE AGREEMENT (THIS
"AGREEMENTY), WHICH CONSTITUTES A LEGALLY BINDIMNG AGREEMENT AND GOVERNS
ALL OF YOUR USE OF ALL OF THE GRAFANA LABS SOFTWARE WITH WHICH THIS
AGREEMENT IS INCLUDED (GRAFANA LABS SOFTWARE") THAT |15 FROVIDED IMN OBJECT
CODE FORMAT, BY INSTALLING OR USING ANY OF THE GRAFAMA LABS SOFTWARE
GOVERNED BY THIS AGREEMENT, SUCGH AS THE FREE VERSION OF GRAFANA
ENTERPRISE, YOU ARE ASSENTING TO THE TERMS AND COMDITIONS OF THIS
ABREEMENT. IF YOU DO NOT AGREE WITH SUCH TERME AND CONDITIONS, WOU MAY
NOT INSTALL OR USE THE GRAFANA LABS SOFTWARE GOVERMED BY THIS AGREEMENT.
IF %'OU ARE INSTALLING OR USING THE SOFTWARE ON BEHALF OF A LEGAL ENTITY, OU
REFRESENT AND WARRANT THAT YOU HAVE THE ACTUAL AUTHORITY TO AGREE TO THE
TERME AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF SUCH ENTITY.

b
[+1 accept the terms in the License Agreement
| Pint | | Back Cancel
7. Use all default settings and click Next
ﬁ GrafanaEnterprise Setup = .

Custom Setup

Select the way you want features to be installed. @ G rq fa nq

Click the icons in the tree below to change the way features will be installed.

m{g.,l

-------- =~ Grafan%Enterm’se
it i =0~ | Run Grafana as a Service

This feature requires OKB on your
hard drive. It has 2 of 2
subfeatures selected. The
subfeatures require 200ME on your

hard drive.
< > |
Location: C:\Program Files\Grafanalabs), | B |
| Resst Disk Usage | Bak || hext Cancel
8. Click Install

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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‘ﬁ GrafanaEnterprise Setup — *

Ready to install GrafanaEnterprise ff-:‘ G rO rq n a

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

[

Back | Iretal | Cancel
9. Click Finish
1 GrafanaEnterprise Setup — *
:};;fm Completed the GrafanaEnterprise Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Back Finish Cancel

After the installation check that Grafana service is running
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~

Grafana Name Description  Status Startup Type  Log OnAs
. -Q, GameDVR and Broadcast User Service_aclcd This user ser... Manual Local System
%i::::es:\r‘:l:e \Qj Geolocation Service This service ... Manual (Trig...  Local System
Restart the service =% Grafana Grafanaby .. Running Automatic Local System
o € GraphicsPerSve Graphics pe... Manual (Trig... Local System
L :S?‘ Group Pelicy Client The service i, Automatic (T.. Local System
ng:nr;“l:::ﬁﬁfana Labs (€ HP CASL Framework Serviee Manual Leeal System
?\Q HP Support Solutions Framework Service This service.. Running Automatic (.  Local System

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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1.6. Login Grafana

If the service is running, then open the browser on the master server and enter an
address http://127.0.0.1:3000.

If you run the browser on some other machine, please enter the master server IP
address instead of 127.0.0.1

The default username is admin and password admin. It is recommended to
change the default password as soon as possible.

Welcome to Grafana

Email or usemame

Password

Forgot your password?

Set a new password for the admin user
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Welcome to Grafana

New password

Confirm new password
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1.7. Database configuration

Grafana will need access to the VMS DvmsData database running on the Master
server.

Windows PowerShell

Create folder Grafana to the root of the C:

Browse to the extracted Grafana package Installation folder
Copy script file “SQLEXPRESS-openport” to the C:\Grafana
Open search and type PowerShell

Select Windows PowerShell and click Run as administrator

AW =

All Apps Documents Web More +

Best match

> Windows PowerShell >
App -

Apps .
Windows PowerShell

&

X

Windows PowerShell ISE
Windows PowerShell (x86)

Windows PowerShell ISE (x86)

Settings

ft
Tt

PowerShell Developer Settings

Allow local PowerShell scripts to run
without signing

Replace Command Prompt with
Windows PowerShell in the Win + X

Search the web

£ powershell - See web results

L powershell core

£ powershell admin

£ powershell

6. Browse to the C:\Grafana

7. Type SQLEXPRESS-openport.ps1 and press Enter

" Open
2 Run as administrator
I\ Open file location

= Pin to Start

Pin to taskbar

App
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8. Close PowerShell

Directory: C:\Grafana

Mode it ime Length Name

-a---- 11.6. 13.58 578 SQLEXPRESS-openport.psil

PS C:\Grafana> .\SQLEXPRESS5-openport.psl

Database credentials

As default DvmsData.DB uses credentials dvr and password 32dvr

1. Open Configuration
2. Click Data sources
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88 General / Home

Welcome to Grafana

Basic

The steps below will
auide vou to quickly

Configuration N9 up your
stallation.

B Data sources

0 Users

A Teams

Y Plugins
Preferences

* API keys Dashboards

Add data source

Changing database credentials

1. Click DvmsData
2. Change username and password, if needed
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Provisioned data source

DvmsData Default

MS SQL connection

Host localhost:1434

Database msData

Authentication SQL Server Authentication
User Advr Password

Encrypt false

Connection limits

Max open
Max idle

Max lifetime 14400

MS SQL details

Min time interval

Testing database connection

Click Test

User Permission

nted SELECT pel o 0 ry. Gra oes not validate that qus safe so queri an contain any SQL statement.
and DROP T. 7 exec! L 0 is we ly recommmend you create & MS SQL user with restricted permissions.

If credentials and connection to the database are okay, you will see the Database
Connection OK message

User Permission

tabase user should only be granted SELECT permissions on the specified database and tables you want to
statements like o . and DROP TABLE user: would b cuted. To protect against i

Database Connection OK
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Adding a new data source

RecorderDB

1. Click Add data source

Configuration
anization: M Org

2. Find Microsoft SQL Server and click Select

ft SQL Server

Set Name: RecorderDB

Set Host: localhost:1434

Set Database: RecorderDB

Authentication: SQL Server Authentication
Set user and password

Click Save & Test

O N WU AW
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Microsoft SQL Server Default

MS SQL connection

Host localhost:1434

Database RecorderDB

Authentication SQL Server Authentication -

User Advr Password configured Reset

Encrypt

Connection limits

Max open
Max idle

Max lifetime

MS SQL details

Min time interval

When Grafana is connected to the database, you will see the message Database
Connection OK

v Database Connection OK

WDContext.DB

1. Click Add data source

Configuration

B Data sources
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Set Name: WDContext

Set Host: localhost:1434

Set Database: WDContext

Authentication: SQL Server Authentication

Set user and password(please set .\ front of the username, if Windows
credentials is used)

8. Click Save & Test

Nousw

Microsoft SQL Server Default

MS SQL connection

Host localhost:1434

Database RecorderDB

Authentication SQL Server Authentication -

User \dvr Password configured

Encrypt

Connection limits

Max open
Max idle

Max lifetime

MS SQL details

Min time interval

Delete

Data sources should look like below

Configuration

Main Org.
B Data sources

Add data source

DvmsData

RecorderDB

WDContext
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1.8. Importing dashboards

The next step is to import Mirasys VMS Audit Trail
and VMS Alarms dashboards into the Grafana tool

1. Browse to extracted Grafana package
2. Copy Dashboards folder to the C:\Grafana
3. Hover over the “+" sign (left upper corner) and select+click “Import” menu

item

Configuration
ganization: M Org

B Data sources

Create

88 Dashboard Add data source

[ Folder

& Import

4. Click Upload JSON file
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Import

!, Upload JSON file

Import via grafana.com

Import via panel json

5. Select file “mirasys-vms auditTrail-v1-2_rev2.json
6. Click Open
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© open X
« v » This PC » Local Disk (C:) » Grafana » Dashboards ¥ (W] O Search Dashboards
Organize = Mew folder =~ @ @
i Local Disk (C) = Name Date modified Type Size
SWinREAgent [ Miirasys Reporting Dashboard,json 116.2020 13.50 JSON File 2KB
DvMs [ mirasys-vms-alarms-v1-2_revZ json 31.8.2021 12,50 JSON File 17KB
Grafana mirasys-vms-audit-trail-v1-2_revZ.json 31820211250 JSON'File 15 Kq
inetpub wms-alarms-v2-0-summary_revl,json 31.8.2021712.50 JSON File 22KB
Intel | I] vms-watchdeg-events-v1-2_rev3.jsen 31.8.2021 12,50 J50M File 18 KB
Perflogs

Program Files
Program Files (
ProgramData
SWsetup
system.sav
Users
Windows

— Local Disk (D) v

File name: | mirasys-vms-audit-trail-v1-2_rev2.json w | |150N File |

7. Select DvmsData from the Microsoft SQL Server data source dropdown box
8. Click Import

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
Tel +358 (0)9 2533 3300 - info@mirasys.com - www.mirasys.com
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Options

Name

Mirasys VMS Audit Trail V1.2

Folder

General

Unique identifier (UID)

DyvmsData

DvmsData

Import Cancel

When template import is done, Grafana will automatically run the report and show
results:

28 General / Mirasys VMS Audit Trail V1.2 ¢ <

Before starting to use reports, repeat template import for all “DVMS*.json” files in
this order:

e VMS Audit Trail
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e VMS Alarms
e VMS Watchdog Events

0

l

Mirasys Ltd - C1CD, Vaisalantie 2-8, 02130 - Espoo, Finland
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